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ABSTRACT

Phased array beamforming has been extensively explored as a
physical layer primitive to improve the secrecy capacity of wireless
communication links. However, existing solutions are incompatible
with low-profile IoT devices due to cost, power and form factor con-
straints. More importantly, they are vulnerable to eavesdroppers
with a high-sensitivity receiver. This paper presents Protego, which
offloads the security protection to a metasurface comprised of a
large number of 1-bit programmable unit-cells (i.e., phase shifters).
Protego builds on a novel observation that, due to phase quantiza-
tion effect, not all the unit-cells contribute equally to beamforming.
By judiciously flipping the phase shift of certain unit-cells, Pro-
tego can generate artificial phase noise to obfuscate the signals
towards potential eavesdroppers, while preserving the signal in-
tegrity and beamforming gain towards the legitimate receiver. A
hardware prototype along with extensive experiments has validated
the feasibility and effectiveness of Protego.
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1 INTRODUCTION

The Internet of Things (I0T), as a new wave of revolution in the digi-
tal world, is transforming every aspect of human life, through smart
home [51], intelligent transportation [33, 40], precision health-
care [9, 20], smart agriculture [44], etc. Wireless communication
technology has been acting as a cornerstone in IoT, enabling the
connection between human and things and melding between the
virtual and physical world. The deep penetration of wireless tech-
nology into daily lives, however, is raising an outcry of privacy
concerns. Due to the broadcast nature of the wireless medium, an
adversary can eavesdrop on a legitimate link to steal personal in-
formation [19, 48], and even take control over personal IoT devices
such as voice assistants and autonomous vehicles [38]. To mitigate
such risks, a straightforward solution is to employ sophisticated en-
cryption protocols. Current IoT devices, however, generally adopt
weak encryption algorithms due to their low cost and low energy
budget, leaving them vulnerable to security attacks [24, 27].

Beamforming represents a fundamental primitive that can en-
hance the quality and security of a wireless link at the physical
layer. With a large array of antennas, a beamforming transmitter
can focus the signal power towards the intended receiver, effec-
tively suppressing signal leakage towards undesired angles, thereby
improving the secrecy capacity [31]. However, high directionality
beamforming entails a massive number of antenna elements, which
is infeasible for commodity wireless IoT devices due to cost and
form factor constraints.

Recent research has attempted to enhance the capacity and secu-
rity of low-profile devices by using metasurfaces as a beamforming
proxy. For instance, RFcous [5] achieves beamforming by configur-
ing the signal to pass through or reflect from a metasurface which
consists of a large number of unit-cell elements. RFLens [14] re-
alizes an area-efficient metasurface by simultaneously employing
all unit-cells as 1-bit phase shifters, and aligning their phases to
achieve beamforming. These state-of-art systems can use direc-
tional beams to improve the throughput of RF links and reduce the
risk of passive eavesdropping (i.e., improving the secrecy capacity).
However, they can only weaken the eavesdropped signals, and are
defenseless against adversaries with a highly sensitive receiver.

In this paper, we ask the following question: Can we create a
smarter radio environment that can electronically reconfigure itself
to enhance the legitimate wireless link while obfuscating unde-
sired communication with malicious users? We propose Protego 1,

“Protego” is derived from the incantation “protego totalum” in Harry Potter.
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which realizes the vision by deploying a smart metasurface near
the wireless transmitter to serve as a security “shield”. The Protego
metasurface essentially moves the beamforming and security pro-
tection functions from the radio transmitter to the environment.
The metasurface dynamically “reshapes” the RF signals passing
through it, by reconfiguring the hundreds of binary phase shifters
(i-e., unit-cells) and forming a highly directional mainlobe towards
the legitimate receiver, while decreasing the signal leakage towards
sidelobe directions. By doing so, it reduces the eavesdropping risk
and improves the secrecy capacity [14]. Unfortunately, even with
unprecedented directionality, it still bears the aforementioned vul-
nerability against a highly sensitive eavesdropper.

To address this challenge, we introduce a novel solution, namely
random chaotic constellation scheme (RCCS), to ensure adversaries
cannot decode the information even if they can overhear the trans-
mitter. With RCCS, the Protego metasurface randomizes the wire-
less channel by generating artificial phase noise towards the eaves-
dropper. The design of RCCS stems from a novel insight: due to the
1-bit quantization, the phase compensation generated by different
unit-cells exhibits an unbalanced contribution to beamforming. The
unit-cells whose phase compensation values are close to the upper
quantization boundary only make negligible contributions in form-
ing the mainlobe, but can significantly impact the signals along
sidelobe directions. We refer to such unit-cells as “weak unit-cells”.
By dynamically flipping the quantized phase compensation (i.e., 0 or
) of each weak unit-cell, we can intentionally introduce different
phase noise values, and obfuscate the modulated signals’ phases
along the undesired sidelobe directions, without any noticeable
impact on the mainlobe.

So, how to evaluate if a unit-cell is weak? The more weak unit-
cells there are, the more obfuscation along the sidelobes, but mean-
while, the constructive combination of phase vectors along the
mainlobe will inevitably be weakened, thus lowering the beam-
forming gain towards the legitimate receiver. On the other hand,
if we only assign a small number of weak unit-cells, the diversity
of phase noise for the sidelobes will be undermined, thus weaken-
ing the protection. To strike a balance, we introduce a maximum
quantization boundary optimization algorithm, which maximizes
the number of variable unit-cells while preserving the mainlobe.

In addition, we observe that a fully random flip of the quantized
phase compensation values across weak unit-cells is not necessar-
ily optimal-Instead, it sometimes only results in intra-quadrant
rotation of the transmitted symbol in the constellation, leaving the
eavesdropper a chance to decode. To overcome this loophole, we
judiciously select the quantized phase compensation values, so that
the resulting phase noise value approaches one of three “useful”
values /2, —m /2, and 7, which randomizes the transmitted symbol
across quadrants. Notably, merely using a single “useful” phase
noise only induces a constant rotation of the received symbols
in the In-phase and Quadrature (I/Q) domain, which risks being
brute-forced. We thus employ three “useful” phase noise values
simultaneously to obfuscate the data.

The above protection measures assume a single eavesdropper
whose direction relative to the transmitter is known to the Protego
metasurface. To maintain Protego’s protection against multiple
randomly located eavesdroppers, our basic insight is to randomize
the wireless channels in all directions except that of the legitimate
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receiver. To this end, we first quantize the potential eavesdropper’s
locations into a discrete number of fan zones, each represented
using a single angle/direction. We then extend the above RCCS,
so that the set of phase compensation values across unit-cells can
simultaneously generate useful phase noise along all the discretized
directions. A brute-force search for such a configuration entails
exponential complexity. We thus make a compromise by creating a
chaotic coding pattern set which includes multiple phase compen-
sation configurations, each protecting a subset of directions. We
then switch across these configurations at random over time. We
propose an obfuscation entropy metric that measures effectiveness
of channel protection in all directions across a time slice. If the
metric falls below a threshold along a specific direction, we update
the chaotic coding pattern set until the metric is large than the
threshold in all directions.

We implement Protego on a metasurface consisting of 16x16
unit-cells and spanning an area of 0.484 x 0.484 m?. Our experi-
ments show that Protego can obfuscate undesired communication
while enhancing the legitimate wireless link. Protego enables a
symbol error rate (SER) higher than 0.6 in the eavesdropping direc-
tions while keeping it lower than 10~ in the legitimate direction.
In addition, Protego can achieve up to 19.7 dB signal strength im-
provement through mainlobe beamforming. Our field tests also
demonstrate that Protego works well across different modulation
schemes (e.g., QPSK, 16QAM, and OFDM), and different radio envi-
ronments (multipath-rich and even NLoS).

The main contributions of Protego can be summarized as fol-
lows. To our knowledge, Protego represents the first programmable
metasurface-assisted security protection scheme that leverages
phase quantization errors to thwart wireless eavesdropping attacks.
Protego combines space domain (i.e., directional beamforming) and
1/Q domain (i.e., obfuscated constellation) protection. We propose a
novel RCCS method which can effectively obfuscate constellation
on the sidelobes (i.e., the potential directions of adversaries), while
preserving the signal power and integrity along the mainlobe (i.e.,
the legitimate receiver). Our method can effectively protect against
multiple adversaries with unknown locations. Finally, we imple-
ment the Protego hardware and validate its effectiveness in a wide
range of practical scenarios.

2 RELATED WORK

Prior work on defending wireless communication against passive
eavesdropping attacks has mainly focused on improving the cryp-
tographic protocols [7, 8]. Crypto schemes, however, are often too
demanding for low-cost, low-energy, and lightweight IoT devices
that cannot afford the computation load [43]. Thus, IoT devices
use weak encryption schemes that often suffer from certain vul-
nerabilities [3, 4]. Meanwhile, physical layer security has emerged
as a new means of enhancing the security of wireless communi-
cations and is generally considered as a lightweight complement
to the existing encryption mechanisms, rather than a replacement
of them [53]. Examples include injecting artificial noise [18, 32],
directional beamforming [23, 31, 45, 50], etc. Artificial noise based
solutions rely on MIMO radios or cooperative relays [17, 35]. They
often escalate the energy expenditure and require a large number
of antennas, which are impractical for IoT devices [52]. Protego’s
design principle marks a clear contrast to existing solutions. It
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Figure 1: Illustration of Protego use cases. (a) Malicious users
and the legitimate user can correctly decode the transmitted
data. (b) Protego can utilize beamforming to reduce the SNR
at the malicious users’ direction, and obfuscate the transmit-
ted data to prevent malicious users from correctly decoding.

introduces companion programmable metasurfaces to create a se-
curity environment around the wireless transmitter, thus shielding
low-profile IoT transmitters against eavesdroppers.

Besides beamforming towards the legitimate receiver, a transmit-
ter can also proactively protect its signals by forming nulls towards
eavesdroppers or interferers [6, 16, 22, 28, 29]. However, it needs
to know the locations of attackers in advance. In contrast, Protego
evades such assumptions. One major reason is that its metasurface
acts as a scalable beamforming array-Owing to the massive num-
ber of unit-cell elements, it can sacrifice certain weak unit-cells
for RCCS obfuscation, without noticeably impacting the mainlobe
signals towards the legitimate receiver.

Recently, smart surfaces are gaining traction as a way to “smarten”

the radio environment. They can dynamically control the electro-
magnetic wave propagation to enhance the wireless link quantity
and improve the secrecy capacity [11, 15, 26, 42, 46, 47, 49]. For
example, RFcous [5] achieves beamforming by allowing the signal
to either pass through or reflect from the surface elements. Scatter-
MIMO [12] uses a reflecting surface to induce multipath, thereby
improving the channel conditions and capacity of a MIMO link.
RFLens [14] uses 1-bit phase shifters on all unit-cells simultane-
ously, and aligns the phase of each unit-cell to achieve pass-through
beamforming. Li et al. [25] utilize an 81-element single-layer reflect-
array to perform reflective beamforming. These state-of-art systems
mainly focus on improving the directionality, i.e., beamforming
gain. Although directional beams can reduce the risk of passive
eavesdropping and thus improve the secrecy capacity, they are
defenseless against a highly sensitive eavesdropper.

Therefore, it is crucial to disturb the eavesdropping channel
between the transmitter and adversaries, and corrupt the eaves-
dropped signal regardless of its strength. Many techniques have
been developed and demonstrated to attain this goal [34, 37]. For
example, RF-Cloak [21] introduces signal randomization to protest
RFID tags from multi-antenna eavesdropping. It mechanically ro-
tates eight directional antennas using a fan motor, and randomly
selects the antennas for transmission. PhyCloak [36] deploys a
full-duplex helper radio, which can obfuscate the wireless chan-
nel amplitudes, delays, and Doppler shifts between the transmitter
and a receiver. By disturbing the Wi-Fi CS], it can prevent adver-
saries from sensing the users’ private activities. Eltayeb et al. [13]
propose a physical layer security technique for vehicular commu-
nications based on a large mmWave antenna array. They employ a
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random subset of antennas to perform coherent beamforming to
the receiver, while using the remaining antennas to randomize the
far field radiation pattern at non-receiver directions. In contrast,
Protego uses a lightweight programmable metasurface to build an
intelligent environment to improve the secrecy capacity of IoT de-
vices. Unlike the antenna array in [13], the Protego metasurface
achieves beamforming through 1-bit phase shifters. It leverages
the quantization errors on judiciously selected weak unit-cells to
thwart potential eavesdroppers.

3 OVERVIEW
3.1 Threat Model

We consider a generic wireless link between Alice and Bob. By
default, we focus on the forward link, i.e., Alice is the default trans-
mitter. A Protego metasurface (MTS) is placed close to Alice, and
there are n adversaries (i.e., Caroly, ..., Carol,) who are interested
in eavesdropping on Alice’s transmission, as shown in Figure 1. Nei-
ther the number n nor the locations of the adversaries are known
to Protego. We assume Bob is static or at least quasi-stationary
relative to Alice (potential extension to mobile cases is discussed
in Sec. 9). The Protego MTS knows Bob’s relative direction. There
is no synchronization or other run-time coordination between the
Protego MTS and Alice. In other words, the MTS configures its
beamforming unit-cells independent of the packet/symbol timing
of the transmitter.

We assume the transmitter Alice’s antenna has a certain degree
of directionality, so that its outgoing signals can all go through
the MTS, hence under its protection. In practice, when the MTS is
located in close proximity to Alice, the directionality requirement
can be relaxed substantially. For example, a 50 cmx50 cm MTS
located 15 cm away can easily cover a transmitter with up to 120
degrees of directionality. This is typically the intrinsic directionality
for commodity patch-antenna transmitters [1]. In case when a wider
field-of-view is needed, Alice can be equipped with multiple such
patch antennas, each shielded by a Protego MTS. On the other hand,
Bob and Carol can use arbitrary types of antennas.

Protego is designed to protect privacy-sensitive IoT devices in
smart home or smart enterprise environment. For example, Alice
can be a surveillance camera, a smart doorlock, an energy meter,
etc.; whereas Bob is the smart hub that receives information from
such sensors. The eavesdropping equipment could be camouflaged
as a mobile power supply or WiFi-connected smart LED [39]. A
maintenance personnel could have used the door-to-door service
opportunity to install such eavesdroppers.

3.2 System Goals

By adding the MTS in front of Alice without explicit cooperation
from any other nodes, Protego targets the following 3 objectives:
(1) Obfuscate the wireless communication between Alice and Carol
in order to prevent Alice from eavesdropping attacks. A side benefit
is that Protego can protect replay or other active signal injection
attacks from Carol, because Alice can only decode signals from Bob.
(2) Preserve the signal integrity between Alice and Bob, so that
they can communicate using the normal wireless physical layer. (3)
Enhance the link capacity between Alice and Bob through highly
directional MTS beamforming. By default, Protego protects the
forward link (Alice—Bob) against eavesdropping. To enforce the
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(a) Ideal phase compensation (b) 1-bit quantized phase compensation
Figure 3: The phase error between ideal and quantization

phase. The phase value is in radians.

same protection on the reverse link, Bob also needs a Protego MTS
which covers its antenna’s field of view.

4 A PRIMER ON PROTEGO METASURFACE
BEAMFORMING

Similar to state-of-the-art smart beamforming metasurfaces [14],
Protego comprises a large number of binary phase shifters to realize
highly directional phased array beamforming. In this section, we
describe the theoretical underpinning and working principles of
Protego’s beamforming scheme.

As shown in Figure 2, the MTS has M X N unit-cells (M =
N = 16 in our prototype). The propagation distance experienced
by the incident electromagnetic wave before impinging on the
(m, n)t" unit-cell is d(m,n)> which leads to an initial phase shift of
¢<m w = —kd (), where k = 27/2; A is the wavelength of signal;
m € [1,M] and n € [1, N]. Suppose the direction of the legitimate
receiver is (6}, ¢;), where 0 and ¢@; are the elevation and azimuth
angles, respectively. Therefore, to beamform the signal towards the
direction (0}, ¢;), the theoretical phase distribution is:

¢{m’n) = —k (xm sin 0) cos ¢; + Y, sin 0; sin ¢;) , (1)

where x,, and y, are the X-axis and Y-axis distances of the (m, n) th
unit-cell relative to the origin of coordinate. Thus, the ideal phase
compensation generated from each unit-cell should be the difference

0f¢<m » and ¢(mn)

C _ 4T
P = lmn) ~ P @
Protego is a 1-bit programmable MTS, which means each unit-
cell only provides two phase states: 0 or 7. So in its most basic
form, Protego uses a quantized phase compensation Q (gb,c,;n |1 pir )

to approach the ideal as follows:

0, if 0< ¢(mn)

7, otherwise

Q (d’(cm,n) |1—bit) = (©)

A quantized phase compensation value (i.e. 0 or x) is also re-
ferred to as a coding parameter, and the set of coding parameters
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Figure 4: (a1)~(a3) are the coding/beam/phase pattern corre-
sponding to the 1-bit quantization rule, respectively. (b1)~(b3)
are the coding/beam/phase pattern after randomly changing
the coding parameters of weak unit-cells, respectively.

for all the unit-cells is also called a coding pattern. By encoding the
phase compensation, Protego can dynamically manipulate electro-
magnetic waves to focus the signal power towards the legitimate
receiver. In this way, Protego can reduce the risk of eavesdropping
and improve the secrecy capacity.

Note that the quantization boundary of Eq. (3) can be configured
in different ways, such as mapping [0, 7) to 0 or [-%, %] to 0. But
different quantization boundaries have different applications. For
instance, mapping [—— —] to 0 and 1 otherwise is the optimum
selection for achieving beamforming because the phase compen-
sation is completely symmetrical. However, this quantization rule
loses weak unit-cells since the phase error of each unit-cell is the
minimum. In other words, all unit-cells can produce the largest con-
tribution to the mainlobe under this quantization rule. However, if
we can map [0, ) to 0 and 1 otherwise, the different unit-cells will
have different contributions to the mainlobe. This observation can
help Protego forms a highly directional mainlobe, while decreasing
the signal leakage towards sidelobe directions.

5 PROTEGO: THE KEY INSIGHT

Beamforming alone weakens, but does not obfuscate the wireless
channels between the transmitter and the eavesdroppers. Observing
the distribution of phase compensation values across different unit-
cells provides a new angle to tackle this limitation.

The Protego MTS with M x N layout can be regarded as an
antenna array, the array factor [11] of which can be expressed by:

M N
AF = Z Z a(m,n)ejk(xmu+ynu)> 4)

m=1n=1
where u = sin 0 cos ¢ and v = sin § sin ¢, 0 and ¢ vary from —x to
T, A(m,n) is the amplitude. The MTS needs to generate a compensated
phase ¢(Cm’n)
direction is (0}, ¢;). Therefore, Eq. 4 can be written as:

for the (m, n)*" unit-cell when the desired beamforming

Adeeal Z Za(m e (k(xmu+ynv) ¢<mn) (mn)) (5)

m=1n=1
Ifthe MTS can realize the ideal phase compensation , then each unit-

cell would contribute equally to beamforming. In practice, however,
the 1-bit phase quantization of Protego would inevitably introduce
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wheregb(m’n) = ¢(m’n) |1—pis is the quantized phase. Hence, the
actual array factor becomes:
M N ) _c o
AFuctual — Z Za(m,n) e](k(Xmu+ynv> ¢(m,n)+¢(er’;1':n) ¢(m,n)). 7

m=1n=1

Figure 3(a) and Figure 3(b) plot the ideal/quantized phase com-
pensation of different unit-cells, for an example scenario where the
beamforming mainlobe points towards 10°. We can observe that
the phase compensation values of some unit-cells are closer to the
quantization boundary (i.e., 0 or ), while some are not. For exam-
ple, the ideal phase compensation of the (8, 1)" and the (6, 13)"
unit-cell are disparate (3.12 and 0.10, respectively); whereas they
both become 0 after quantization. Among different unit-cells, some
exhibit phase errors close to 7, and some close to 0. This phenome-
non results in an unbalanced contribution of different unit-cells to the
desired beamforming mainlobe. Based on the array factor in Eq. 7,
we can also infer that the contribution of the (6, 13) th ynit-cell is
greater than the (8, 1)¢ h unit-cell since the former’s phase error is
closer to 0.

The foregoing analysis leads to two important findings:

(i) If a unit-cell’s ideal phase compensation is closer to the upper
quantization boundary, the unit-cell contributes less to the mainlobe.
We refer to such unit-cells as “weak unit-cells”. Figure 4(a2) shows an
example beam pattern where the Protego MTS beamforms towards
10° azimuth angle using the quantized phase compensation. Then,
we randomly flip the coding parameters (i.e., 0 or ) of some weak
unit-cells. Note that the threshold for defining weak unit-cells here
is that the ideal phase compensation of the unit-cell belongs to
[77/9, ) or [177/9, 27r). From Figure 4(al) and (a2), we can see
that although the coding pattern of MTS is different, the mainlobe’s
beamforming gain is preserved (Figure 4(b2)).

(ii) The smaller the contribution to the mainlobe, the greater the
impact on the sidelobes. To understand the essential reason, consider
the example shown in Figure 5, where the beamforming generates

N
a mainlobe at 10° and a sidelobe at -30°. Each vector V . represents

the signal emitted from a given unit-cell. 13,: and FS) are the signal
along the mainlobe and sidelobe direction, respectively. Figure 5(a)
shows the constructive combination of different unit-cells’ signals
under the ideal continuously compensated phase. Figure 5(b) shows

_
that, with the 1-bit quantization, the V. vectors have different

different mainlobes.

phase errors, so the mainlobe is slightly weakened (by around
3.8 dB in this example). On the other hand, along the sidelobe
direction of -30°, the signal vectors sum up to Fs) as shown in
Figure 5(d). The essential goal of Protego is to intentionally change
these vectors by changing the coding parameters of the weak unit-
cells, so as to disturb the sidelobe signal F; (e.g., shifting it to a
different constellation quadrant as shown in Figure 5(e)), while

preserving the mainlobe signal I?,: (Figure 5(c)).

6 PROTEGO: RANDOM CHAOTIC
CONSTELLATION SCHEME

Based on the above insights, we propose a novel random chaotic
constellation scheme (RCCS), which leverages the Protego MTS to
randomize the wireless channels from the transmitter to eavesdrop-
pers, thus overcoming the vulnerability of the beamforming-only
solution (Section 4).

6.1 How Does the Legitimate User Decode?

The goal of the legitimate user is to demodulate the received sig-
nal and retrieve the transmitted data. For brevity, we denote each
symbol on the constellation by:

5, = Egei® ("), (8)

where E represents the average energy per symbol and r is the
index of the transmitted symbol in a signal frame. Protego can
reconfigure coding patterns of the MTS, equivalently imposing
different phase compensation values for signals going through
different unit-cells. The received symbol can thus be expressed as:

noise ej(pfath’

Sl = S,e/9r (9)
. ‘noise M N . T _perr .
where /977 = Y % ¢/ Pimm ¢(m1")>, ¢10*S€ is the phase noise
m=1n=1

value induced by the MTS for the r# symbol, and ¢ U s the path
phase induced by the transmission between the MTS and receiver.
To accurately decode the received symbols, the legitimate user

needs to eliminate the terms ¢°/5¢ and ¢ ath in Eq. (9). Standard
wireless PHY layer protocols usually embed a known preamble on
the transmitted signals, enabling the receiver to perform channel
estimation and obtain the calibration phase ¢¢%/%. The receiver can
subsequently equalize the received symbols as:

’

S
Sp= —1—. (10)
T eigsal
By doing so, the legitimate user can easily eliminate the phase
noise value from the received symbols. The same equalization can
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Figure 7: Different phase noise values result in different rotations of the I/Q data in the quadrants.

be reused within the channel coherence time. Note that to ensure
the same equalization can be reused, $°**¢ should be a stable value
within the channel coherence time.

6.2 Defending Against Eavesdroppers

To simplify the exposition, we describe RCCS first assuming a single
eavesdropper whose relative direction is known to Protego. Then
we introduce a chaotic coding pattern set to simultaneously protect
against multiple unknown eavesdroppers.

6.2.1 How to evaluate if a unit-cell is weak? Recall that we can
flip the coding parameters of some weak unit-cells to vary the con-
structive combination of the phase vector for different sidelobes
(Section 5). The caveat is that, with too many weak unit-cells, the
beamforming gain of the mainlobe will inevitably suffer a signifi-
cant drop. Conversely, too few weak unit-cells may not effectively
distort and obfuscate signals along the sidelobes.

To strike a balance, we design a maximum quantization boundary
optimization algorithm to assign the weak unit-cells. Specifically,
rather than using 0 and 7 as the lower/upper boundaries of phase
quantization, we aim to optimize the beam pattern by reconfiguring
the boundaries. The optimization problem can be formulated as:
UB 0,if 0 < ¢f, . <LB
LB) ={ mifr< ¢(Cm’n) <UB (11)

0/, otherwise

| C
b i (¢<m,n>

s.L.
AFL,,, - max (AFS, ) > £ (12)
0 G BT R (T g n
[z Z Z e’ (mn) Y(mn)’ _y Z Z e’ (mn) 7 (m.n) ](91471) < _Eiy
m=1n=1 m=1n=1
(13)
LB e [0,7] (14)
UB € (m,2n], (15)
" c 0* UB
where frrnr’n) = ¢(m,n)_¢(m,n) B LB and UB are the lower and up-
per boundary of the new quantization rule Q*, respectively. AFr%ain

and AFg;e are the gain of mainlobe and sidelobes under the new
quantization rule Q*, respectively. ¢ is the difference gain between
the mainlobe and sidelobe under the new quantization rule. y is the
difference of phase noise values of mainlobe between the original
1-bit and the new quantization rule. The constraint (12) represents
the fact that we trade the gain of beamforming for more weak
unit-cells. Note that the phase noise value of mainlobe is induced
by the 1-bit quantization rule of the MTS, which is approximated
to —7 in all potential directions (Figure 6), so the constraint (13)
represents the offset range of the phase noise value of the mainlobe,
which ensures the legitimate user can perform normal channel

estimation to obtain the calibration phase for equalization. In our
implementation, we set £ = 10 and y = ¢, respectively. Eq. (14)
and Eq. (15) are the range of boundary constraints, respectively.
We employ a particle swarm optimization (PSO) algorithm [30] to
solve the above formulation.

6.2.2 Against One Known Eavesdropper. Based on the analysis in
Section 5, we can simply generate different artificial phase noise
values by configuring the weak unit-cells’ coding parameters, so
as to disturb signals along a sidelobe (pointing towards the eaves-
dropper). Although the phase noise value can vary from —x to x,
not all values are “useful” for disturbing the signals. To further
understand the effectiveness of a phase noise value, consider the
QPSK modulation as an example in Figure 7. The bits 00, 01, 10,
11 are mapped to symbols of equal magnitude VEq but different
phases (§ to 7T”) in the constellation, as shown in Figure 7(a). Fol-

lowing Eq. (9), we can introduce a phase noise value ¢"°*¢ when

the incident wave goes through the MTS. Note that ¢f ath i stable
within the channel coherence time, thereby we only discuss the
impact of ¢/°'¢. When ¢/°'¢ is not properly set (e.g., to % as
in Figure 7(b)), the transmitted data rotates only within the same
quadrant. Hence, the eavesdropper can still demap the constellation
and recover the transmitted symbols. Therefore, to ensure Protego
can effectively obfuscate signals along the sidelobe direction, it is
crucial to identify the “useful” phase noise values.

But how to define whether a phase noise value is “useful” or
not? Our solution RCCS builds on the following key knowledge:
The eavesdropper’s decoding will fail, as long as we can skew its
signals randomly across different quadrants—and of course, without
disturbing the legitimate receiver. RCCS thus uses a set of three
values, % —% or 7, as the “useful” phase noise values. Any one of
these 3 phase noise values will ensure the transmitted symbol is
skewed to a different quadrant in the I/Q constellation, regardless
of whether the symbol is modulated by QPSK, QAM, etc. It can
also be extended straightforwardly to OFDM modulation, which is
widely used in modern wireless standards. Specifically, we simply
apply RCCS on a per-subcarrier basis, wherein each subcarrier is
modulated in QPSK, QAM, etc.

Once the “useful” phase noise values are determined, we need
to search for three corresponding coding patterns based on the
maximum number of weak unit-cells. The three coding patterns
need to satisfy the following constraint:

M N
Z Z )k(xmueve“'ynveue) _(]S(Cm’n) +Q;(¢(Cm,n) |](f)51;3 )‘ <azxp, (16)
m=1n=1

where teye = sin Oeye COS Peve and Veye = Sin Oeye SIN Peye, Oeve and

@eve 1s the azimuth/elevation direction of the known eavesdropper.

a € {Z,-%. 7} is the target “useful” phase noise value. p is the
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Figure 8: Simulation results from several angles after using
a chaotic coding pattern set.

tolerance range of “useful” phase noise values and set to {5 by
default.

As shown in Figure 7(c-e), with phase noise value a € {7, -7, 7},
the transmitted symbols undergo significant inter-quadrant rota-
tion. Notably, simply using a uniform “useful” phase noise value
will result in all symbols rotated by a fixed angle in the I/Q domain.
Hence, it is still vulnerable to a brute-force decoder which performs
a linear search across different phase noise.

Therefore, an effective protection scheme needs to introduce
different “useful” phase noise values on different symbols. In our
system, we obfuscate the constellation by switching a across the
three “useful” phase noise values over time. With this measure,
those symbols originally in the same quadrant are scattered in
different quadrants, as illustrated in the example in Figure 7(f).
6.2.3 Against Unknown Eavesdroppers. To extend the protection
mechanism to multiple eavesdroppers with unknown locations, our
basic insight is to randomize the wireless channels in all directions
except that of the legitimate receiver. We first quantize the potential
eavesdropper’s locations into a discrete number of fan zones (i.e.,
18 subareas, from -90° to 90° by the step of 10°). Here, we represent
each subarea using a single angle (i.e., potential eavesdropping
direction). We then extend the above RCCS, so that the set of phase
compensation values across unit-cells can simultaneously generate
“useful” phase noise along all the discretized directions. However,
searching for such configuration is infeasible due to the exponential
computational complexity.

Therefore, we make a compromise by creating a chaotic coding
pattern set which includes multiple phase compensation configu-
rations to reduce the computational complexity. Specifically, each
phase compensation configuration protects a subset of directions
(i.e., 3 directions) instead of all possible eavesdropping directions.
Then, we alternately use different phase compensation configura-
tions to protect all directions. However, how to judge whether the
configurations included in the current chaotic coding pattern set
can together achieve security protection in all directions?

We propose an obfuscation entropy metric that estimates the
effectiveness of channel protection in all directions across a time
slice. Using this metric, we run an iterative search algorithm offline
to construct the chaotic coding pattern set. Specifically, we perform
an offline simulation of the phase noise effects imposed by the MTS
over a generic link under Rayleigh fading. We cluster the received
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data into four categories corresponding to four quadrants, calculate
the centroid for each cluster and use them to re-plan the coordinate
axes. Finally, we calculate the obfuscation entropy e of each new
quadrant as follows:

Letuster R!
e= R ¢
i=1
Lepass (17)

ei=— 2, Pijlog, P;j,
Jj=1

where P;; = Rij/Ri. Lctuster 1s the number of clusters, L.j; is the

number of classes, P;; is the probability of belonging to class j in
the data of cluster i, R. is the total number of transmitted symbols,
Rl is the number of transmitted symbols in cluster i, and Ry is the
number of symbols belonging to j-th class in i-th cluster.

Intuitively, if the e falls below a threshold (i.e., 0.5), the obfusca-
tion along the corresponding sidelobe direction becomes too weak,
so we update the chaotic coding pattern set by adding more phase
compensation configurations that can especially protect that direc-
tion. This search process iterates until the e metric of all directions
exceeds the threshold. We then directly use the resulting chaotic
coding pattern set to defend against potential eavesdropping direc-
tions. Although this may slightly decrease the obfuscation entropy
of well protected directions, it eliminates the protection bottleneck
and approaches global optimality.

To demonstrate the effectiveness of the proposed chaotic coding
pattern set, we simulate the constellation of transmitted data by
using QPSK modulation and the results after using a chaotic coding
pattern set. The mainlobe points towards 10°. From the result in
Figure 8, we can observe that: 1) the legitimate user at the mainlobe
can correctly decode the transmitted information with near zero
error. 2) Protego can effectively thwart adversaries to decoding in
directions (i.e., form -90° to 90° by the step of 20°) except that of
the legitimate user.

7 IMPLEMENTATION

Metasurface Prototype. Our current Protego is implemented
on a MTS operating at 5 GHz Wi-Fi band. The MTS consists of
256 functional unit-cells with a total surface area of 48.4 x 48.4
cm? and a thickness of 6.2 mm. Each unit-cell has two PIN diodes
(SMP1340-040LF [2]) placed in the same orientation. When a bias
voltage (0 V/5 V) is applied to the PIN diodes, the unit-cell acts as a
1-bit phase shifter (e.g., 0 and ). We carefully optimize the material
and geometric parameters of the unit-cell, so that Protego MTS can
work well in all 5 GHz ISM frequency bands. As shown in Figure 9
and Figure 10, the phase difference between ON/OFF states is stable
at 180° and the transmission loss is larger than -3 dB across the
entire 5 GHz frequency band. We note that the same design can be
easily transferable to other frequency bands, such as 2.4 GHz and
900 MHz, commonly used by IoT devices.

Metasurface Control. To independently control each unit-cell,
we employ one Kintex-7 FPGA and 32 SN74HC595 shift registers
to provide the bias voltages to the PIN diodes. More specifically, we
divide the 256 unit-cells into 8 groups in parallel, and each group
consists of 4 shift registers, which serially control 32 unit-cells. The
chaotic coding pattern set for each legitimate direction is stored in
the FPGA in advance. When the legitimate direction is determined,
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we randomly select a coding pattern from the corresponding chaotic
coding pattern set to reconfigure the MTS. To parallelly control,
we also divide the coding pattern into 8 groups, which are then
input into 8 data storages. Then, we use 8 data GPIO pins to output
the data from data storages to registers and 8 Enable GPIO pins to
make registers output the coding pattern to the MTS. To ensure 32
shift registers to output the coding pattern at the same time, we
employ 8 Clock GPIO pins to make the output of registers under
the same clock. After that, by iteratively calling the coding patterns
file under the corresponding address of the storage, the MTS can
quickly output the whole chaotic coding pattern set.

Experimental setup. For controlled experiments, we use one
USRP N210 software-defined radio with a UBX-40 daughterboard as
the radio transceiver. The transmitter uses a directional antenna and
the receiver uses both directional and omni-directional antennas.
We conduct extensive experiments in four indoor environments
to evaluate the performance of Protego: three multipath-rich envi-
ronments (classroom, library, and laboratory) and a relatively open
corridor environment. Figure 11 illustrates the layout of the 2 sce-
narios and Figure 12 shows a typical experimental scenario in the
corridor environment. In the default setup, we transmit signals in
QPSK modulation mode and add a fixed PAM signal as a preamble
for channel estimation. The carrier frequency is set to 5.8 GHz and
the transmission symbol rate is 125K symbols/sec. The switching
rate of the MTS is 160K coding patterns/sec.

Security Metric. In our paper, we use the symbol error rate
(SER) experienced by the adversary as a metric to evaluate the
system’s security against eavesdroppers. The reasons for selecting
the SER metric instead of bit error rate (BER) are as follows: 1)
Protego performs security protection by adding phase noises to
make the transmitted symbol skew to a different quadrant in the
I/Q constellation, thus corrupting the eavesdropper’s decoding; 2)
The SER metric can be invariant to the symbol modulation scheme,
e.g., QPSK vs. BPSK, where each symbol contains different number
of bits. Ideally, a fully secure system should have a SER of at least
25% at the adversary for QPSK, which is equivalent to the result of
a random guess between four quadrants in the I/Q domain.

— T T
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Figure 14: The performance of symbol error rate.
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8 EVALUATION
8.1

Beamforming verification. Our first experiment compares Pro-
tego against state-of-the-art RFLens MTS with 1-bit phase shifters
[14], and the case without MTS. We move the receiver (Rx) along a
semicircle (3 m radius) from -90° to 90° with a step of 10°, while
the transmitter (Tx) stays in the center with the MTS 0.3 m away
from it. Figure 13 shows Protego’s security power comes at the cost
of slight decreases of signal strength on the mainlobe-less than
3 dB relative to RFLens. The gap depends on the number of weak
unit-cells. On the other hand, Protego adds a 4.28 dB gain compared
with the case without the MTS, and the gain easily scales as the
number of unit-cells increases [14]. In addition, its mainlobe is 11.2
dB higher than the sidelobe on average. Overall, with beamforming
alone, Protego can already provide a reasonable level of isolation
against eavesdroppers while improving the link quality towards
the legitimate Rx.

Symbol error rate (SER). We use the eavesdropper’s SER as a
metric for end-to-end security protection, under the same setup as
above. We move the Rx along a semicircle (3 m radius) from -90°
to 90° with a step of 10°. For each location of Rx, we collect 10
measurements and plot the results in Figure 14. We observe that,
with the RFLens beamforming, the eavesdropper’s average SER is
higher than the case without the MTS, but remains around 1075 to
1074, So the eavesdropper is very likely to decode majority of the
information. In contrast, with Protego, the minimum, median, and
maximum SER of potential eavesdropping directions (i.e., sidelobes)
are 0.55, 0.70, and 0.75, respectively. So the information is fully
obfuscated from the eavesdropper, while the legitimate user (i.e.,
mainlobe at 0°) always maintains a low SER.

Verification of using a single angle covers a subarea. Recall
that Protego employs a single angle’s chaotic coding pattern set
to represent one subarea (Section 6.2.3), we now examine how it
impacts SER performance. Specifically, we repeat the same setup
as above, except that the Rx now moves along the semicircle from
—10° to 10° with a step of 1°. We use the chaotic coding pattern set

Micro-benchmark
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of the mainlobe at 0° to randomly reconfigure the MTS. Figure 15
shows the SER is always less than 3.26x10~ when the Rx is within
+5°, which implies we can use a single angle to represent one
subarea about 10° without affecting the SER performance.

8.2 Performance Evaluation

Performance across a wide spectrum and with different
antenna patterns. To verify the effectiveness of Protego across the
entire 5 GHz ISM frequency band, we measure the channel capacity
and SER by varying the operating frequency from 5.18 GHz to 5.81
GHz. Meanwhile, we evaluate both directional and omni-directional
antennas (referred to as Dire and Omni) on the Rx. Figure 16(a)
demonstrates that Protego is capable of boosting channel capacity
efficiently for both the Dire and Omni under different frequencies.
However, since the Omni antenna is more susceptible to multipath,
the improvement for Omni antenna is smaller than Dire antenna.
Figure 16(b) further shows that, regardless of the frequency and
Rx antenna pattern, Protego can effectively defy the eavesdroppers
and ensure the legitimate user maintains a low SER.

Impact of different modulation schemes. In this experiment,
we keep the legitimate user and eavesdropper at 0° (i.e., mainlobe)
and 30° (i.e., sidelobe) respectively without loss of generality, while
varying the modulation scheme across QPSK, 8PSK, QAM, and
16QAM. Figure 17 shows that, the SER is always near 0 along the
mainlobe, and above 0.64 (up to 0.87) along the sidelobe. The SERs
of higher-order modulations (e.g., 8PSK and 16QAM) are significantly
higher, because they require finer-grained constellation, making
the transmitted data more easily obfuscated. We further study the
performance of Protego when operating with WiFi OFDM mod-
ulation. The OFDM signal includes 56 subcarriers and the center
frequency is 5.18 GHz with over 20 MHz bandwidth. We can see that
the SER is slightly lower than that of other modulation schemes,
but still reaches 0.60. The reason is that the transmission efficiency
of the MTS always exceeds -3 dB across the entire 5.15~5.89 GHz

under NLoS scenarios.

band (Figure 9), so Protego can work well under a wider bandwidth.
Overall, Protego performs consistently well on different modulation
schemes.

Impact of different transmission symbol rates. We now
vary the Tx’s symbol rate from 312.5 KHz to 25 KHz, while keeping
the switching rate of MTS at 160K codes/sec, to verify the impact
of asynchronization between them. The legitimate Rx and eaves-
dropper are located at 0° and 20°, respectively. Figure 18 shows
that, as the symbol rate decreases, the SER is always larger than
0.7 and less than 9 x 10~* for the eavesdropper and legitimate user,
respectively. An exception occurs at 25 KHz, when the legitimate
user’s SER becomes 0.69. This is expected because when the MTS
switches too frequently, one data symbol may span multiple RCCS
phase noise values. Therefore, the Protego switching rate should
be kept at a reasonably low level.

Performance under NLoS scenario between Rx and Tx. The
foregoing experiments always place the Rx within the LoS of the Tx.
Now we create a NLoS scenario, as shown in Figure 19(a), by placing
a barrier wall of absorber material at the LoS link with 30 cm away
from the Tx, and the MTS is placed aside along the barrier wall. The
angle between Tx and the MTS is 30°. The legitimate Rx is located
at —30° with a radius of 3 m compared to the center of the MTS,
and the eavesdropper Rx is located at —40°, 0° and 30°, respectively.
We reconfigure MTS by using the chaotic phase coding pattern
set of —30° in order to resteer the beam towards the direction of
legitimate Rx while obfuscating the transmission of eavesdroppers.
We then run 20 measurements in each location. Next, we remove the
MTS and repeat the measurements. As shown in Figure 19, we can
see that with the help of MTS, Protego can improve 15.2 dB signal
strength to the legitimate Rx. Besides, Protego can successfully
protect the NLoS link from eavesdropping. For example, when
a MTS is deployed, the SER of the eavesdropper located at the
direction of 30° increases from 1.65 x 107 to 0.687, implying that
Protego works well in the NLoS scenario between Rx and Tx.
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ward link (i.e., receiver to transmitter).

Performance under NLoS between MTS and Rx. In this ex-
periment, we evaluate whether the sidelobe interferes with the
mainlobe. The deployment scenario is shown in Figure 20(a). We
use absorber materials to block the line-of-sight between the MTS
and Rx. The absorbing material absorbs a large amount of signal
energy and dramatically reduces the SNR, making the legitimate
receiver barely able to decode the transmitted information. To em-
ulate the effect of nearby reflecting objects, a reflector is placed
at 1 m, 1.5 m, and 2 m from the mid-perpendicular of the Rx and
MTS. We experiment with two types of reflector materials: tin foil
and cardboard. Figure 20(b) illustrates the received signal strength
and SER. In cases when the SNR is so low that the packet pream-
ble cannot be decoded, the corresponding SER is marked as N/A.
We observe that when the tin foil reflector is 1 m away from the
mid-perpendicular, the signal strength of the mainlobe increases by
9 dB. However, the SER of the mainlobe also rises up to 0.65. The
reason is that, the signals of the sidelobes, originally directed to-
wards potential eavesdroppers, is now leaked to the desired receiver
due to multipath reflections. Fortunately, when the distance of the
reflector exceeds 1.5 m, the interference from the sidelobe is almost
negligible. We emphasize that the LoS absorber plus strong tinfoil
reflector is an extreme scenario. In practice, as long as the LoS
dominates and the reflectors are not too close, the desired receiver
is unlikely to be affected.

Performance under multiple eavesdroppers. In this experi-
ment, we evaluate the Protego performance when multiple eaves-
droppers coexist. The legitimate user stays at the default 0° posi-
tion, and the four eavesdroppers are at —40°, —20°, 20°, and 40°,
respectively. The results are shown in Figure 21(a). Except for the
mainlobe, the SER all exceeds 0.7. In addition, Protego can effec-
tively reduce the eavesdroppers’ received signal strength. These
results indicate that Protego can work effectively against multiple
eavesdroppers.

(i.e., [-50°, 50°]).

Performance of the backward link. By default, Protego pro-
tects the forward link (i.e., Tx to Rx), but it also brings side benefits
to the backward link (Section 3). To verify this feature, we repeat
the microbenchmark measurement but focus on the backward link
(i.e., Rx to Tx). We separate the Tx and Rx by 3 m and the MTS is
located at 30 cm in front of the Tx. Figure 22(a) shows that, the
signal strength suppression is less than that of the forward link due
to the location of the MTS remaining unchanged during forward
link and backward link communication (i.e., Rx-MTS distance is
2.7 m). Figure 22(b) further shows that, the SER is large (0.4 to
0.63) except along the mainlobe direction, implying that an active
attacker’s command is unlikely to be decoded by the legitimate Tx.

Beamforming towards different mainlobe directions. In
this experiment, we evaluate Protego when placing the legitimate
Rx at different mainlobe directions. We deploy the Tx at the center
of a semicircle (3 m radius) while the Rx moves along the semicircle
from —90° to 90° with a step of 10°. For different mainlobe direc-
tions, we use the relevant chaotic coding pattern set to evaluate
whether the legitimate Rx can decode correctly. The results are
shown in Figure 23 and Figure 24. From Figure 23(a), we can see
that the Rx experiences the same signal strength from 50° to —50°
with a step of 10° after beamforming of Protego. The minimum, me-
dian, and maximum signal strength improvement are 3.1 dB, 9.6 dB,
and 19.7 dB, respectively, relative to the case without the MTS.
The improvements vary drastically because Protego is particularly
effective for locations with lower signal strengths. Furthermore,
Figure 23(b) illustrates the SER remains less than 1.7 X 10~% almost
in all mainlobes. These results verify that, Protego’s beamforming
and RCCS function work well as long as the Rx falls in the MTS’s
field of view. Figure 24 illustrates that if the mainlobe is directed
towards 90°, Protego’s performance is significantly dropped. Ac-
cording to Figure 24(a), the MTS is like a patch antenna array with
a limited field of view of [-60°, 60°]. Meanwhile, from Figure 24(b)
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to Figure 24(e), we can observe that the correct decoding range
becomes significantly larger when the mainlobe moves towards
90°. For example, the correct decoding range is about [60°,70°],
[70°,90°], [50°,90°], and [50°,90°] when the mainlobe is at 60°,
70°, 80°, and 90°, respectively. This issue can be solved by deploy-
ing multiple metasurfaces whose joint field-of-view can cover the
entire 360°.

Impact of different environments. To evaluate the perfor-
mance of Protego in different scenarios, we conduct extensive ex-
periments in four indoor environments: a laboratory, a library, a
classroom, and a spacious corridor. For each, we vary the Tx-Rx
distance from 2 m to 7 m by the step of 1 m, while keeping the MTS
30 cm from the Tx. When the distance changes, the multipath effects
cause variations in received signal strengths, but Protego achieves
at least 2.6 dB (up to 6 dB) gain in both environments (Figure 25(a)).
Compared with the best beamforming gain of the RFLens MTS
under different environments (i.e., about 9 dB ) [14], we lose around
3 dB in balancing the beamforming gain and security protection
capability. Figure 25(b) further illustrates that Protego can consis-
tently increase the link capacities (assuming 500 KHz bandwidth)
as the distance increases, although the gain differs across environ-
ments. In addition, Figure 25(c) and Figure 25(d) illustrates the SER
performance of the legitimate user (located at 0°) and the eaves-
dropper (located at 30°), we can see that the SER of the undesired
sidelobes remains high in different environments while that of the
mainlobe is extremely low, implying that the security protection of
Protego is insensitive to multipath.

Performance in 3D space. In this experiment, we verify the
performance of Protego in practical 3D scenarios, by varying ¢;
instead of 6;. We set the mainlobe towards (6;=10°,¢;=10°). The
eavesdropper is located at the direction from ¢; = —10° to ¢; = 20°.
Figure 26(a) reports that Protego can successfully achieve beam-
forming to the legitimate user. Figure 26(b) shows that the SER is
below 3 x 10~* along the mainlobe direction and above 0.7 other-
wise, implying that Protego can work effectively in the 3D space.

Impact of different number of weak unit-cells on beam-
forming gain. We now explore how different number of “weak
unit-cells” impacts the beamforming and SER performance, under
the same setup as the previous experiment. We first obtain different
number of “weak unit-cells” by changing & in Eq. (13), and generate
a corresponding chaotic coding pattern set. Then, we measure the
beamforming gain and SER in each case. Figure 27 shows that as the
number of weak unit-cells increases from 0 to 132, the beamforming
improvement degrades from 8.52 dB to 3.62 dB, and the sidelobe SER
performance increases from 0.038 to 0.748, whereas the mainlobe SER
is always lower than 2.9 x 107, The results reveal an interesting
tradeoff between beamforming gain and obfuscation power against the
eavesdropper. To balance this tradeoff, we use 108 weak unit-cells
by default in Protego. Note that the number of weak unit-cells utili
zed for security protection is only related to the potential direction
of eavesdroppers, rather than distance, relative to the Rx.

Impact of different number of weak unit-cells on beamwidth.
To evaluate the tradeoff between the number of weak unit-cells
and the mainlobe beamwidth, we conduct a simulation experiment.
As shown in Figure 28, the beamwidth increases with the number
of weak unit-cells, due to the smaller number of unit-cells used
to shape a “pencil beam”. Hence, to ensure Protego can achieve a
good beamforming gain towards the mainlobe while obfuscating
the information leaked to the sidelobes, we employ a moderate
number of 108 weak unit-cells by default.

Impact of different entropy value and time consumption.
We now evaluate how different entropy values impact the Protego
performance. Recall the entropy indicates the obfuscation degree
of constellation. The higher the entropy value, the more confusing
the constellation will be for eavesdroppers. Figure 29 confirms this
intuition. However, higher entropy values correspond to longer
computational search time. When the entropy value is 0.5 and 0.6,
the time cost is 25 and 135 minutes, respectively. To strike a balance
between the time cost and the obfuscation degree, we choose the
entropy value is 0.5 as the experimental setup.
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9 DISCUSSION AND FUTURE WORK

Eavesdropping attack on the mainlobe. Protego can defend
against adversaries within the MTS’s field of view. However, when
an adversary is located along same direction as the legitimate Rx,
it can still eavesdrop on the transmitted information. This is a com-
mon caveat of beamforming based physical layer security mecha-
nisms [41]. Nevertheless, due to the RCCS obfuscation mechanism,
Protego can already significantly improve the secrecy capacity
compared with conventional beamforming solutions. Moreover,
owing to the high-directionality created by the massive number of
unit-cells, Protego can potentially squeeze the attacking zone to
a “pencil beam” region, making it easier to expose the eavesdrop-
pers. We note that this equivalently achieves a secrecy capacity
gain of 180/10 = 18X compared with state-of-the-art beamforming
methods such as RFLens [14]. By narrowing the attacking region, it
becomes much easier to spot the eavesdroppers, if any. In addition,
Protego can complement encryption-based methods to further im-
prove the communication security when the adversary is located
along the same direction as the legitimate Rx.

Multiple legitimate users. Our current Protego design focuses
on a single legitimate Rx. Simultaneously achieving spatial domain
and I/Q domain protection for multiple legitimate users is beyond
our scope. One potential solution is to create multi-armed beams
towards multiple receivers [14]. This will be the future exploration.

Mobile receivers. The current Protego design assumes the le-
gitimate Rx stays at a known direction relative to the Tx. Protego
can work for quasi-stationary scenarios in general, where the Rx
occasionally moves. In such cases, Protego does need to perform
beam steering to search for the mainlobe direction that maximizes
the received signal strength, similar to RFLens [14]. This would
induce certain communication and control overhead between the
Tx and the MTS. Specifically, the Tx needs to tell the MTS the beam
pattern index to be scanned. But such control-channel overhead is
very small [14], so that a very simple communication link suffices.

Improvment (dB)
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Figure 27: Beamforming VS. SER under different number of
weak unit-cells.

For example, we may use a simple digital control line or low-rate
wireless link to connect the Tx and MTS. The actual implementation
has been explored in recent works [10, 12, 14] and is beyond the
scope of this paper.

Practicality and scalability of Protego. The current version of
Protego needs to assume the Tx Alice’s antenna has a certain degree
of directionality, so that its outgoing signals can all go through the
MTS, hence under its protection. Commodity patch antennas have
intrinsic directionality that can satisfy this requirement [1]. On the
other hand, Bob and Carol can use arbitrary types of antennas. As
for deployment cost, the current prototype of Protego still occupies
a large space relative to many tiny IoT devices, the advantage of the
MTS is that it is a thin surface. So it can potentially be embedded
into the facades of environment (e.g., furniture and walls) to reduce
the footprint.

Modulation scheme. Current Protego only focuses on phase-
based modulation schemes (i.e., n-PSK and n-QAM). For ASK-based
modulation, Protego is feasible because different coding patterns
correspond to the different radiation patterns. The actual imple-
mentation is left as our future work. Protego is not suitable for FSK
since Protego MTS does not provide any frequency-shift functions.

10 CONCLUSION

This paper introduces Protego, a metasurface-aided system to pro-
tect the security of wireless links. By electronically reconfiguring a
metasurface near the wireless transmitter, Protego can enhance the
legitimate wireless link while obfuscating undesired communica-
tion with malicious users. Our prototype implementation demon-
strates that Protego can enable up to 0.75 SER along potential
eavesdropping directions, while keeping high beamforming gain
(up to 19.7 dB) and extremely low SER (below 10™%) in the legiti-
mate receiver’s direction. Protego also can protect against passive
eavesdropping and enhance the legitimate wireless link in NLoS
scenarios.
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